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Dear Town Officials:

Thank you for your invitation to give our assistance and guidance regarding the financial affairs of the Town of
Rensselaerville. I have been an advocate of shared services since before my tenure as County Comptroller going back to
serving in the Albany County Legislature. Whether tax dollars are County, Town, City, State or Federal, they all come from
one pocket — the taxpayers.

Traditionally the Albany County Comptroller exercises authority pursuant to Article 4, Section 403 of the Albany County
Consolidated Charter. This review was conducted pursuant to the April 8, 2010 unanimous roll call vote by the Rensselaerville
Town Board authorizing the Albany County Comptroller to conduct a review of the Town’s records.

Our preliminary review has been completed of the financial records for the years of 2005-2009. The preliminary results and
recommendations are a resource for the Town Board to effectively administer any or all recommendations that we have
offered through this review. I thank you for the opportunity to offer our expertise and assistance and if you have questions
about this report, please feel free to contact our office at any time.

Sincerely,
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Michael F. Conners, IT
Albany County Comptroller



EXECUTIVE SUMMARY

The Town of Rensselaerville (the Town) is unable to determine its financial condition in a timely fashion. Through the use of
multiple systems for tracking accounting functions, the Town ultimately has no system for tracking accounting functions. The
importance of transparency and accountability cannot be over stated. There needs to be a singular financial tracking system
and in many cases, a tighter rein on internal controls, segregation of duties and adherence to Federal, State, and Town
procedures. Many recommendations put forth in a New York State Comptroller’s (OSC) audit! and a Risk Assessment
initiated by the Town that cost $12,000.00 (Attachment 1) were not followed. Lastly, it appears to our office that the Town’s
fund balance seems excessive. We recommend that the Town Board adopt a policy to govern the level of unreserved,
unappropriated fund balance to be maintained and/or to determine whether the amount maintained is reasonable.

OBJECTIVE

The objective of this review was to determine whether internal controls over accounts payables and receivables, bank
reconciliations, purchasing procedures, fixed assets, financial systems and software and FEMA projects were appropriately
designed and operating effectively.

BACKGROUND

The Town of Rensselaerville (Town) is located in Albany County. According to the 2000 Federal Census, the Town had a
population of 1,915. The Town’s adopted budget for 2010 totaled $1.19 million.

According to the most recent State Comptroller’s audit of Town in 2007, “In summary, the Board is responsible for adopting internal
control policies and procedures that help safeguard Town assets. The Supervisor and Superintendent should provide input in designing these internal
controls and are responsible for implementing those applicable to their offices.”? The Town employs a bookkeeper who assists the
supervisor with maintaining the Town’s financial records.

ACCOUNTS PAYABLE FINDINGS

We reviewed the Town’s accounts payable/ invoice voucher requirements and procedures. We found that in some cases, the

policies of the Town were not being followed. See Section (A1 under Voucher preparation) below3.

% The Town was not using Encumbrance Accounting. As a result the AFR filed with the State Comptroller was
inaccurate since it failed to report any year end accounts payables.

% Carver Sand & Gravel — 2 payments were made to Carver Sand and Gravel in 2007 in the amount of $7,586.60.

(Check # 2422 paid 12/27/2007 invoice # 137196 dated 5/25/2007and #137196 paid 11/13/2007check #

2390)

Both vouchers were approved and signed by 4 members of the Town Board and authorized for payment by the

Town Highway Superintendent.

The original invoice was charged to Account DA5110.4 the duplicate from DA5130.4.

Official copies of the checks were obtained from The First Bank of Niagara from the Highway Fund checking

account.

A detailed invoice history was obtained from Carver Sand & Gravel Company from 1/1/2007 to 6/22/2010.

This history showed only invoice # 137196 for $7,586.60.
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Uhttp:/ /www.osc.state.ny.us/localgov/audits /2007 / towns/ rensselaerville.pdf
2 http://www.osc.state.ny.us/localgov/audits /2007 /towns/rensselaerville.pdf p 21.
3 http://www.rensselaerville.com/minutes/Voucher%20Process%2002.10.09.pdf
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The filing system procedures were not being followed for paid vouchers. Vouchers were placed in a box and the
boxes were dated. These vouchers were not sorted by fund and there seemed to be no organized system in place.

ACCOUNTS PAYABLE - RECOMMENDATIONS

% The Town should use encumbrance accounting methods. This should be addressed with the MUNIS
implementation.

% Our recommendation is to investigate further into this duplicate payment, due to the 6-month lapse in time
between check date and the way the claim voucher was filled out for duplicate payment. The Board should
investigate why the Town Highway Superintendent filed a duplicate voucher.

¢ The Board should conduct a deliberate and thorough audit of claims to ensure that each claim represents a valid
Town purpose and that the Town’s purchasing policy and applicable laws have been followed. The Board should
ensure that all claims approved for payment are accurately recorded in the minutes. The Board should gain an
understanding of the annual audit process and effectively audit, or cause to be audited, the Town’s books and records.

FOLLOW UP TO NEW YORK STATE PAYROLL AUDIT 2007
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New York State (NYS) Payroll Audit 20074
= NYS Findings from 2007:

We found significant weaknesses in internal controls over payroll and personnel services. The Town’s written policies and
procedures are inadequate or nonexistent, irregularities exist in the recordkeeping for hourly employees, and limited
oversight exists in the payroll process. As a result, there is an increased risk that the Town may pay for work that was not
performed. Good internal controls over payroll begin with Board-adopted policies.

e The Town’s written policies and procedures over payroll and personnel services have been updated. However, the
Town has increased its review of weekly payroll timesheets. The only policies and procedures that the Town has for
payroll and personal services are contained in an employee manual.

Recommendations:

e The use of an automated time and attendance system that would include an improved audit trail.

e Video the time clocks when employees are signing in and out.

e Tighter controls on overtime pre approval authorization.

e Recommend someone who is independent of the payroll process to routinely perform analytical reviews of
payroll earnings records, appropriations ledgers, and other payroll records, including employee W-2 forms.

e The Board should routinely analyze payroll data for reasonableness and investigate any unusual items.

UPDATED FINDINGS FROM 2007 COMPTROLLER’S AUDIT

County Comptroller’s staff found three of the recommendations put forth in 2007 implemented.

R/
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The Town has updated and utilizes a payroll manual.
% The Town has updated its ethics manual and a copy is on their website.

4 http:/ /www.rensselaerville.com/townreports/rensselaerville.pdf
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% The Town has imposed tighter control on reviewing weekly timesheets.
The Town should:

@
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The Town should review timecards on a weekly basis.
Tighter controls on overtime for employees and who authorizes overtime.

RECOMENDATIONS

The Town should review the 2007 payroll audit from the New York State Comptroller’s Office and implement the

recommendations.
CASH RECEIPTS - FINDINGS
% Town Clerk and Deputy Town Clerk are the only individuals authorized to receive cash and checks and issue receipts.
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However, in some cases, other Business Office personnel have collected cash and issued receipts.

Revenue is not integrated into Town’s financial software.

Cash and checks are locked in a file cabinet, and not secured in a safe.

Receipts are only balanced once a week.

Segregation of duties - Bank deposits are made by the Town Clerk., who also balances daily revenues.

Segregation of duties - Any checks that do not fall under the Town Clerks authority are given to the Town’s
bookkeeper. The Town’s bookkeeper fills out the deposit slip and returns it and checks to the Town clerk for deposit.

% There is a 30-day delay recording revenues. Town bookkeeper receives the Town Clerk’s monthly cash receipts

report. They are recorded in the ledgers.
CASH RECEIPTS - RECOMMENDATIONS

% Cutrently no bank reconciliations are performed by the Town Clerk’s Office on their bank accounts. It is
recommended that someone perform them other than the Clerk or Deputy.

% Cash Balancing should be performed daily not weekly or bi-weekly.

% Town should purchase an integrated Financial Software system with a cash Receipts module.

% Increased separation of duties between the bookkeeper and the Town Clerk receiving cash receipts. The same
employee producing the bank reconciliations should not be handling cash and/or checks with deposits to the bank.

BANK RECONCILIATIONS - FINDINGS

% Jan 2005 - $5,000.00 was incorrectly transferred from general fund checking account, should have been transferred
from a Money Market Account (MMA). Corrected Feb 2005.

% 2005 — Check reconciliations have range of check numbers grouped together with one lump sum. Checks should be
listed individually by number and amount.

% May 2005 — Ledger is out of balance.

% Oct 2005 - $40,000.00 transferred in error from general fund checking.

% Dec 2005 — Void Check No. 4623 in the amount of $600.00 was not noted on bank reconciliation for 2005.

% Dec 2005 — Highway MMA incorrectly reported in the AFR by $597.00.

% 2005 — Inconstancies with listings of outstanding checks and reconciled amounts.

% 2005 — Sewer Fund and Sewer Capital Fund accounts are recorded in the same manual general ledger. These accounts
should be accounted for separately.

% On the 2009 Annual Financial Report (AFR) filed with the OSC, cash reported did not agree with the bank

reconciliations.



RECOMMENDATIONS - BANK RECONCILATIONS
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Ensure that Town employees are consistently trained to perform bank reconciliations. It should be noted that there
was a high turnover of bookkeeping staff. (There were approximately six bookkeepers from 2005 — 2010). Each
bookkeeper had different procedures.

There needs to be an increase in internal controls to ensure that checks and balances are in place to verify bank
reconciliations performed by Town staff. The same individual that processes and signs the Town’s checks should not
perform the bank reconciliations, handle cash, checks or make deposits.

Implement a financial and accounting software package that allows automated check reconciliation programs.

PROCURMENT POLICY - FINDINGS

In reviewing the annual 2009 yearly bids, The Town appeared to follow their procurement Policy and Procedures, however we
recommend the following:

PROCURMENT POLICY - RECOMMENDATIONS

0/
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There is currently no software that the town uses as a purchasing system. The process is all manual there is currently
no encumbering process.

General Rules section D. If the bidder is not deemed responsible, facts supporting that judgment shall also be
documented and filed with the record supporting the procurement. This was not done, only stated that the bidder was
not selected.

Section 7 Exemptions states that no solicitation of written proposals or quotes shall be required for Retaining or
acquiring professional services. It is our belief that written proposals should be acquired for professional services.

FIXED ASSETS - FINDINGS
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There is no current fixed asset process. The Town has been adding fixed assets purchased each year. They are not
depreciating or removing any fixed assets as necessary.
Fixed asset amounts are overstated on their AFR.

FIXED ASSETS - RECOMMENDATIONS
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Contract with an appraisal company to perform a current valuation on all town assets.

Acquire a fixed asset system that will add, update, modify and remove all Town’s assets. Also, depreciation will be
performed by this system to keep compliant with GASB requirements.

Acquire an additional system that can be used offsite to collect fixed asset information and upload into the fixed asset
module.

Fixed Assets should also integrate with the purchasing software, so the town is awate every time an asset is purchased.



FINANCIAL, ACCOUNTING AND OTHER SOFTWARE - FINDINGS

% The use of several General Ledger systems from Manual, Quick Books, Enhanced and MTX are all very low end,
Fund accounting systems that are weak in reporting,

** A high volume bookkeeping staff over the audit period 2005-2009 contributed to different types of processing
procedures, thus ignoring any established internal controls and procedures.

FINANCIAL, ACCOUNTING AND OTHER SOFTWARE - RECOMMENDATIONS

% Purchase an integrated real-time financial and accounting software system.

% The County assists in the implementation of new financial and accounting software.

% The County assists in streamlining policies, procedures and internal controls.

FEMA - BACKGROUND

Albany County Comptroller’s statf conducted a twelve year cash flow analysis for two disasters named “1492” and “1692”
beginning in 1998. The Disaster “1492” occurred in 1998 and was classified a snow emergency. Disaster “1692” occurred in
April 2007 and consisted of flooding. In 2008, the current FEMA Clerk was terminated and a consulting company (Earthtech)
was contracted with the Town to assist with the project management roll. Their responsibility was to perform project
management and assist the town with FEMA and SEMO processing work. According to Earthtech, the records to perform
the 2007 FEMA reporting were not provided by the town. As a result, Earthtech claimed they were unable to complete the
2007 FEMA project reporting,.

As of 10/12/2010 there are 10 out of 11 FEMA projects that are completed and signed off by the Town Supervisor.
Accounting records could not be determined as accurate because the FEMA funding was comingled with the Administrative
Highway Fund. Accounts were not created until 2008 and when they were created, were only partially in compliance pursuant
to FEMA and SEMO Uniform System of Accounts. Consequently, the Board’s ability to monitor the Town’s FEMA
assistance in a timely manner has been impaired and there is an increased risk that the time for reimbursement could expire.
Also, because of documentation not being completed on a timely basis, there is a potential for loss of reimbursement or
incorrect data.

FEMA - FINDINGS

During our audit, the following reviews of FEMA records were found to be inadequate.
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Internal controls and procedures over FEMA records were weak and not managed on a timely basis.

Documentation by project was unorganized and difficult to follow. Each project had a central folder, however additional
documentation such as payroll worksheets were grouped together and boxed in separate areas.

The FEMA Clerk kept records at home that should not have been removed from the Town’s files.

When asked for supporting documentation on a CD in the amount of $204,399.00, the FEMA Clerk faxed this
information from home.

There is a lack of segregation of duties.

There was no independent review of the Clerk’s FEMA project worksheets prior to 2010. As a result, Comptroller’s staff
found discrepancies between the Town and FEMA project guidelines.

% Pearson Culvert FEMA project was used as a repair for $21,130.31 and should have been re-applied for in the FEMA
appeal process. However, this cost the Town an additional $373,676.18 to complete.
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FEMA - RECOMMENDATIONS

Because a single Town FEMA Clerk processes all project reporting, and because of the complexity of the FEMA process,
it is recommended that the reconciliation process and final completion of work is verified by another employee in
Management and reviewed by the Town Board on a monthly basis.

Based on the standards established in the FEMA/SEMO Guidelines and Policies (infrastructure Support Program), the
Town of Rensselaerville is non-compliant in the three areas. Accounting, Internal Controls and following all of FEMA‘s
Guidelines. During a face-to-face conversation with the Town Supervisor and FEMA Clerk this deficiency was
acknowledged and the Town Supervisor indicated that an alternative plan would be developed.

The Town Board should establish a policy for FEMA documentation to be verified by another employee in supervision.
The Town should immediately set up proper interest bearing accounts for each project still open and create a new cash
disbursement checking account for FEMA only.

With few exceptions, Town Law requires the Board to audit and approve all claims before the Supervisor can disburse
payment. The Board’s approval must be accurately recorded in the Board’s minutes. The audit of claims should not be a
casual review. Instead, it should be a deliberate and thorough process to determine whether proposed payments are
proper and just and whether the Town’s Accounts Payable, FEMA procedures and Town Laws have been followed.

All claims must be written, itemized and accurate, include evidence of the approval of the Town official responsible for
the FEMA reporting for reimbursement and include evidence that the documents to be used are accurate.

The Town should reapply for reimbursement for the Pearson Culvert (additional $373,676.18).



TOWN RESPONSE WITH ADDITIONAL COMPTROLLER’S COMMENTS

November 9, 2010

Mrs. Marie Dermody

Supervisor Town of Rensselaerville
Rensselaerville Town Board

87 Barger Road

Medusa, NY 12120

Dear Mrs. Dermody:

Our office appreciates the opportunity that the Town Board provided allowing us to conduct our review of the
Town. We had hoped to do more, but given our limited resources and staffing our auditing team members have
determined that it is time to bring this project to a close.

We have reviewed the responses from the Town Board and enclosed additional comments and recommendations.
Our office recommends following year-end close that the Town Board seek out the services of an independent
auditing firm to conduct a thorough audit of all the towns operations.

In closing, we recommend that the Town continue to use our office as a resource. If we can provide any further
assistance to you or the people in your Town, please contact us.
Sincerely,

Michael F. Conners 11
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Albany County Comptroller



TOWN OF RENSSELAERVILLE

TOWN BOARD RESPONSE TO AUDITOR’S DRAFT OF 10/12/2010

Accounts Payable: Recommendations

1.

Investigate further into duplicate Carver payment, due to the 6-month lapse in time between the check date and the
way the claim voucher was filled out for duplicate payment.

Response: The Town Supervisor has in her possession the abstract of audited vouchers for Carver Sand and
Gravel for 2007-2008 as well as Carver statements. She will continue to investigate the matter of duplicate
payment and inform the Albany County Comptroller’s Office of her findings, forwarding any documentation
that supports her conclusions. This project is already underway and will be completed as expeditiously as
possible.

Our office is in the process of reviewing several items discovered during our review. These items include the
Carver Sand and Gravel issue. We are in the process of determining if it is appropriate to refer these matters
to the Albany County District Attorney’s Office. The Town Supervisor can forward any additional
Information to our office.

Conduct a deliberate and thorough audit of claims to ensure that each claim represents a valid Town purpose and that
the Town’s Accounts Payable Voucher Process and applicable laws have been followed. The Board should ensure that
all claims approved for payment are accurately recorded and listed on abstract of payments.

Response: We are not sure what you are looking for. This item seems to be incomplete.

During our review of the Town’s claims we found several claims that were not prepared in accordance with
Information we gathered through an interview with the Town Supervisor. The Town Supervisor told the
staft; that the Town’s claims needed three signatures from the Town board to authorize payment. Staff
discovered most FEMA claims were not signed properly. After further review of the Town’s
Invoice/Voucher Requirements and Procedures, staff determined that the information the Town Supervisor
provided during the interview did not coincide with the Town’s Invoice/Voucher Requirements and
Procedures. We recommend that the Town Board update the Town’s Invoice/Voucher Requirements and
Procedures.

Gain an understanding of the annual audit process and effectively audit, or cause to be audited, the Town’s books and
records

Response: The Town Board has budgeted funds in the 2011 budget for the audit of the Town’s 2010
financial records.

We recommend that the Town Supervisor and Town Board request monthly detailed reports on the Town’s
balance sheet, statements of revenues, expenditures and changes in fund equity. We also recommend that at
year-end close the Town Board seek out the services of an independent auditing firm that has the expertise
to conduct an audit of the Town’s financial and accounting records.

4. Follow the cutrent system of filing vouchers, which includes filing by fund and claim number/ voucher number

Response: The Town Board and office staff have no intention of changing our filing system. All vouchers
are filed by voucher number and coded according to appropriate fund. Any future changes will be based on
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the needs of the new MUNIS software and/or recommendations offered by the Albany County
Comptroller’s Office.

NYS Payroll Audit of 2007: Recommendations
1. Use of an automated time and attendance system that would include an improved audit trail.

Response: This is something we will investigate as we systematically implement various modules of the
MUNIS software package. Although an automated time and attendance system is separate and distinct from
MUNIS, an orderly implementation of these various recommendations would improve the success of the
improvements.

2. Video the time clocks when employees are signing in and out.

Response: This would go hand-in-hand with the implementation of an automated time and attendance
system.

3. Institute tighter controls on overtime pre-approve authorization (tighter controls on overtime for employees and who
authorizes overtime)

Response: This matter will be brought to the attention of the Highway Superintendent since it is his
department that incurs overtime.

We recommend that the Town Board take the lead on establishing this policy, because the Town Board is
ultimately responsible for the Town’s funds. Considering current economic conditions and the dilemma
with the statewide rising cost of overtime, the rising cost of New York State pension fund contributions and
benefit cost, we recommend that the Town Board and Highway Superintendent establish an updated policy
as soon as possible.

4.  Recommend someone who is independent of the payroll process to routinely perform analytical reviews of payroll
earnings records, appropriations ledgers, and other payroll records, including employee W-2 forms.

Response: Town Board members alternate monthly in an audit of the previous month’s payroll. Time cards,
master sheets, deduction sheets, appropriation breakdowns, the 941 deposit sheets, withholding records, and
check stubs are examined monthly. End of quarter audits also include the examination of quarterly
withholding returns. Town Board members sign the payroll audit certification indicating any errors found.

5. Routinely analyze payroll data for reasonableness and investigate any unusual items (review timecards on a weekly

basis)
Response: The Town Supervisor presently reviews timecards on a weekly basis. This is done before
paychecks are signed in order to double-check the accuracy of the Bookkeeper’s time calculations.
Cash Receipts: Recommendations

1. Someone other than the Town Clerk or Deputy Town Clerk should perform monthly bank reconciliations on their
bank accounts

Response: Until recently, Town Clerk bank reconciliations had been performed by the Town Clerk.

However, in an attempt to institute separation of duties, these bank reconciliations of Town Clerk bank
accounts are now being conducted by the Town Supervisor.
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The Town Clerk and Deputy Town Clerk are the only authorized individuals to receive cash/checks and issue
receipts. However, in some cases, other personnel have collected cash and issued receipts. At the Town’s
Organizational Meeting, these people are bonded so that they can collect funding for the departments. If the
Town Clerk and Deputy Town Clerk were the only ones to collect funding, their hours would have to be
changed to accommodate all the other departments.

During an interview with the Town Clerk, staff asked for copies of the yearly bank reconciliations of the
Town Clerk’s checking accounts. Staff also asked if bank reconciliations were done on the Clerk’s checking
accounts. The Clerk told staff that her checking accounts balanced because she wrote a check to the Town
Bookkeeper “zeroing” the balance in the account. The Town Board needs to review pages 4-12 (Cash
Receipts and Cash Disbursements) of the NYS Office of the State Comptroller’s (OSC) Local Government
Management Guide (LGMG) on “The Practice of Internal Controls".

We also recommend that someone other than the Town Clerk and the Town Supervisor reconcile the
Town’s checking accounts. Having limited staff and personnel does not relieve the Town Board of its
responsibility to the taxpayers in regards to establishing policies for proper and adequate mitigating and
compensating controls.

Cash balancing should be performed daily, not weekly or monthly.

Response: Tax collection is done by the batch and completed multiple times daily. From this point forward,
cash balancing will be done once $100.00 has been collected. (We receive so little daily cash that daily cash
balancing would not be an efficient use of time.)

1t is crucial for the Town Board to establish proper internal controls. These internal controls should ensure
that the Town’s cash receipts journals are reconciled daily regardless of the amount collected. The Town
Board should also ensure that only authorized personnel have access to the Town’s banking and investment
Information.

Should purchase an integrated Financial Software system with a cash receipts module

Response: The Town Board has unanimously voted to enter into a three-year contract with Tyler
Technologies (through the Albany County Comptroller’s Office) for their MUNIS software package. We
have agreed to purchase Accounting GL/BG/AP, Purchase Orders, Payroll, and Accounts Receivable. Other
modules will be purchased as implementation progresses.

Increased separation of duties between the bookkeeper and the Town Clerk receiving cash receipts. (The same
employee producing the bank reconciliations should not be handling cash and/or checks with deposits to the bank.)

Response: The Town Supervisor now completes all bank reconciliations so that the Town Clerk and
Bookkeeper are not reconciling their own accounts. Limited office staff makes it difficult, if not impossible,
to have anyone but the Town Clerk make the bank deposits.

Limited staffing does not relieve the Town Board of its responsibility for establishing mitigating and
compensating controls when the Town has limited personnel. The Town Board should ensure that the same
employee producing the bank reconciliations should not be handling cash and/or checks with deposits to
the bank.

Bank Reconciliations: Recommendations

1.

Consistently train employees to perform bank reconciliations.
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Response: Any employee that performs bank reconciliations is trained by the department head and/or its
cletk. They are advised of the processes/ procedures used in record-keeping and are given access to all
materials necessary to complete an accurate reconciliation of bank accounts.

Increase internal controls to ensure that checks and balances ate in place to verify bank reconciliations performed by
Town staff. (The same individual that processes and signs the Town’s checks should not perform the bank
reconciliations, handle cash, checks, or make deposits.)

Response: All bank reconciliations for the Town Clerk and Clerk1/ Bookkeeper are now performed by the
Town Supervisor. Clerk1/ Bookkeeper processes the checks, which ate signed by the Town Supetvisor. With
limited office staff, we will attempt to make other arrangements for bank deposits, which are presently made
by the Town Clerk.

Implement a financial and accounting software package that allows automated check reconciliation programs.

Response: The Town Board has unanimously voted to enter into a three-year contract with Tyler
Technologies (through the Albany County Comptroller’s Office) for their Munis software package. We have
agreed to putchase Accounting GL/BG/AP, Purchase Orders, Payroll, and Accounts Receivable. Other
modules will be purchased as implementation progresses. It is our understanding that this software package
includes an automated check reconciliation program.

Procurement Policy: Recommendations

1.

Section 2 of Local Law states that every town officer, department head, or other personnel with requisite purchasing
authority (hereafter referred to as the “Purchaser”). Purchasing agent responsibilities should be centralized with only
one Purchasing Agent and a Deputy Purchasing Agent. This process should not be decentralized thus reducing the
procurement policy process and internal controls.

Response: We are not sure to what “Section 2 of Local Law” refers. That notwithstanding, the Town of
Rensselaerville has limited pool of personnel to segregate these duties. It is hoped that the Purchase Order
module of MUNIS will help improve the procurement process.

There is currently no software that the Town uses as a purchasing system. The process is all manual and there is
currently no encumbering process. This is necessary to follow NYS procurement guidelines.

Response: The MUNIS software contains a Purchase Order module which will be included in the Town’s
first round of implementation.

If a bidder is not deemed responsible, facts supporting that judgment shall also be documented and filed with the
record supporting the procurement. This was not done, only stated that the bidder was not selected.

Response: This will be done from this point forward.

Section 7 Exemptions states that no solicitation of written proposals or quotes shall be required for retaining or
acquiring professional services. This always should be included in the Town’s procurement process.

Response: We are not sure to what “Section 7 Exemptions” refers. That notwithstanding, the Town Board
will request the Town Attorney to write an amendment to our Procurement Law so stating the concept noted
above. We will then follow proper protocol with regard to a Public Hearing and adoption of the amended
law.

It is in the best interest of the Town for the Town Board to adopt a policy However, not required by GML
103 and 104b that bids should go out on professional Services.

13



Fixed Assets: Recommendations
1. Contract with an appraisal company to perform a current valuation on all Town assets.
Response: I am awaiting a list of vendors from || | T in order to begin the process.

2. Acquire fixed assets system that will add, update, modify, and remove all Town’s assets. Also, depreciation will be
performed by this system to keep compliant with GASB requirements.

Response: The MUNIS software system has a Fixed Assets Module that will do all of what is being
recommended. The purchase and implementation of this module will take place sometime in the future, after

the first set of modules is installed and implemented.

3. Acquire an additional system that can be used offsite to collect fixed asset information and upload into the fixed asset
module.

Response: This is something that will need to be addressed in the future, once we are up-to-date with our
entire Fixed Assets Inventory.

4. Fixed assets should also integrate with the purchasing software, so the Town is aware every time an asset is purchased.

Response: It is our understanding that the Fixed Assets module of the County’s software system will do this
automatically.

Financial, Accounting, and Other Software: Recommendations
1. Purchase an integrated real-time financial and accounting software system.

Response: The Town Board has authorized the purchase, installation, and implementation of the MUNIS
software system. The Accounting Module is an integrated, real-time financial and accounting program.

2. Explore ways for the Town to save funds by utilizing existing policies and procedures.
Response: This is something we strive to do on a continuous basis.

3. The County assists in the implementation and purchase of new financial and accounting software.
Response: The Town Board has agreed to enter into a three-year contract with Tyler Technologies (for the
MUNIS software system) through Albany County. The Albany County Comptroller’s Office has agreed to
assist in the implementation and training of the various modules of the MUNIS software system.

4. The County assists in streamlining policies, procedures, and internal controls.
Response: It is our understanding that, as the County works with us in the implementation and training with
regards to the MUNIS software modules, they will recommend various changes to our policies, procedures,
and internal controls. It is incumbent on the Town Boatd to seriously consider these recommendations and
implement those appropriate to our situation.

FEMA: Recommendations

Response: All FEMA recommendations will be taken seriously and implemented when the Town becomes
eligible for FEMA funding in the future.
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Based on a single Town FEMA Clerk processing all project reporting, and because of the complexity of the FEMA
process, it is recommended that the reconciliation process and final completion of work is verified by another
employee in management and reviewed by the Town Board on a monthly basis.

Response: See above.

Most of the Town’s problems in regards to FEMA were attributed to substandard and inadequate
recordkeeping and the lack of oversight by the Town Board. The Town Board, the previous Town
Supervisor and the current Town Supervisor failed to ensure that the Town Bookkeeper established the
proper General Ledger (GL) accounts and bank accounts. The Town Board also failed to monitor and
ensure that the FEMA Clerk’s duties and work was performed to standard. The Town Board and the Town
Supervisor should have maintained oversight of the Town’s FEMA projects and instead, the Town Board
Indirectly passed this responsibility to the Highway Superintendent. The Highway Superintendent’s
authority does not supersede the Town Board’s statutory responsibility to the Town’s taxpayers.

The Town hired an outside vendor to complete the FEMA documentation and filing. The vendor was
unable to render services properly to the Town. It was determined that the vendor could not perform
services as they were unable to obtain necessary information from the Town.

The Town Board should ensure that the Town Supervisor, Town Board members and the Town Bookkeeper
have an adequate understanding of the NYS Chart of Accounts as prescribed by OSC and New York State
Emergency Management Office PUBLIC ASSISTANCE PROGRAM (Infrastructure Support Program)
Handbook of Policies and Guidelines. This understanding should also include a proper understanding of
GL journal entries. The Town Board should also establish policies to ensure that the Town Board members
receive a monthly cash receipts journal identifying cash receipts coming in and cash disbursements going
out.

Deficiency exists in Accounting, Internal Controls, and following all of FEMA’s guidelines.
Response: Future FEMA projects will be governed by a plan created by the Town Board in conjunction with
the Highway Superintendent to be sure that the Town of Rensselaerville is compliant with all FEMA
Guidelines.

FEMA clerk’s duties should be limited only to preparing the FEMA documents.

Response: This will be accomplished through the plan created by the Town Board and Highway
Superintendent.

Establish a policy for FEMA documentation to be verified by another employee in supervision. This policy should
include a standard for establishing a primary and alternate process for preparing each FEMA project reimbursement
claim...he Town Supervisor, Town Board members, Highway Superintendent, or the Town Clerk should not be the

primary or alternate for FEMA.

Response: This will be accomplished through the plan created by the Town Board and Highway
Superintendent.

Set up proper MMA for each project still open and create a new cash disbursement checking account for FEMA only.

Response: This will be accomplished through the plan created by the Town Board and Highway
Superintendent.
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6. Town Board is required to audit and approve all claims before the Supervisor can disburse payment. The Board’s
approval must be accurately recorded in the Board’s minutes.

Response: This will be accomplished through the plan created by the Town Board and Highway
Superintendent.

7. All claims must be written, itemized, and accurate, include evidence of the approval of the Town official responsible
for the FEMA reporting for reimbursement, and include evidence that the documents to be used are accurate.

Response: It is our expectation that the MUNIS accounting module will provide us with a way in which to
code invoices so that they are specific to a particular FEMA project.

8. Town should reapply for reimbursement for the Pearson Road culvert (an additional $373,676.18)

Response: The Town Board continues to consider this recommendation. Our hesitation is based on advice
from || . S5V O/FEMA representative. She does not recommend pursuing an appeal for
the following reasons:

1) We have already been granted an after-the-fact time extension.

2) Any change in the scope of work needed prior approval, which we did not have.

3) The work done on Pearson Road was verily outside the scope of work authorized.

4)  According to her calculations, we had already received $114,000 more than we spent on other projects.
5) If we submit a request for re-consideration, FEMA could very well audit all projects and iaierwork for

that particular disaster. (This is one concern that this Town Board does not share with )

NOTE: Regarding your observation re: “The FEMA Clerk kept records at home that should not have been removed
from the Town’s files.” The Town Supervisor spoke to the FEMA clerk regarding this matter and she affirmed what
the Supervisor had already surmised — that is, because of the political climate that existed at the time, as a matter of
self-protection and self-preservation, the clerk made copies of documentation regarding FEMA issues to keep at
home. At no time ever were original documents ever removed from Town Hall.

Response: The FEMA clerk should not have any copies or originals of Town banking information at her home.

Notes:

Management’s Responsibility for Internal Controls, Oct 2010

http:/ /www.osc.state.ny.us/localgov/pubs/lgmg/managementsresponsibility.pdf
The Practice of Internal Controls Oct 2010

http:/ /www.osc.state.ny.us /localgov/pubs/lgm racticeinternalcontrols.pdf
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CERTIFIED PUBLIC ACCOUNTANTS, P | Bdvard J.Gowerll, cea

INDEPENDENT ACCOUNTANTS’ REPORT
ON APPLYING AGREED-UPON PROCEDURES

July 20, 2009

To the Town Council
Town of Rensszlaerville
87 Barger Road

Medusa, New York 12120

Dear Council members:

We have performed the procedures enumerated in Attachment 1, which were agreed to by the Audit
Committee, solely to assist the Town of Rensselaerville (the “Town™) in conducting én internal control
risk assessment, for the year ended December 31, 2008. The Town Council is responsible for the
adequacy of the procedures. This agreed-upon procedures engagement was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants. The
sufficiency of these procedures is solely the responsibility of those parties specified in the report.
Consequently, we make no representation regarding the sufficiency of the procedures described, either for
the purpose for which this report has been requested or for any other purpose.

The results of the initial risk assessment and related findings are contained in Attachments 2 and 3,
respectively, Additionally, we have enclosed additional information in Attachments 1 and 4 that will
assist the Town in understanding our approach and define the framework for Internal Controls. We will
be available, upon request, to discuss the resulits of the detailed testing with the Town Council and
Management.

We were not engaged to, and did not, conduct an audit, the objective of which would be the expression of
an opinion, on the specified elements, accounts, or items. Accordingly, we do not express such an
opinion. Had we performed additional procedures, other matters might have come to our attention that
would have been reported to you.

-1-
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TOWN OF RENSSELAERVILLE

INDEPENDENT ACCOUNTANTS’ REPORT
ON APPLYING AGREED-UPON PROCEDURES

This report is intended solely for the use of the Town’s management, the Town Council, and legal counsel
and cannot be used by, citculated, quoted, disclosed, or distributed (0 any (hird pairty without Sickler,
Torchia, Allen and Churchill CPAs, PC’s (“STAC”) written consent.

While our reports may contain recommendations, please note that to ensure our independence; we do not
perform management functions; make management decisions; or give the appearance of acting in a
capacity equivalent to 2 member of the Town’s management or as an employee. Any comective action
taken by the Town is the responsibility of the Town,

‘We appreciate the opportunity to be of service to the Town.

Very truly yours,

Sickler, Torchia, Allen & Churchill, CPAs, PC

Lokl Sonsdln @Hrv M//}/.c.

Hudson, New Yotk e, o
Attachment(s) 4/as stated.




TOWN OF RENSSELAERVILLE Abtackient1

SCOPE AND METHODOLOGY

Scope of work

The risk assessment was performed on the fiscal activities undertaken by each of the noted departments
below during the year ended December 31, 2008 as requested by the Town. These departments included;

Town Fiscal Office
Town Assessors Office
Town Highway Department
Town Justice Office
Transfer Station
Town Clerk

Methodology

The risk assessment was performed using a top-down risk-based approach beginning with the
identification of significant risks as perceived by those charged with responsibility for their respective
departments as they are in the best position to understand key areas of uncertainty and vulnerability. To
further understand the organizations risks we developed and mailed risk assessment surveys relating to
fraud and related party risks to key employees at the Town. Additionally, we required the Town complete
a segregation of duties matrix which we utilized in directing our approach.

Additionally. we performed the following steps:

General Areas

In an effort to gain an overview of the activities of the entity for the period noted above, we examined
certain documents that provided information relating to the entity as a whole and assisted us in focusing
our approach.

* Reviewed pertinent documentation, including but not limited to;
2007 and 2008 Annual Update Document (AUD)

2007 Office of State Comptroller Aundit Report 2007M-80
2008 Town Council minutes

Town Employee Policy Manual

Town Procurement Policy

Town Code of Ethics

Town Collective Bargaining Agreement with [IUOE
December 2008 Abstract

Quickbooks file

2008 and 2009 Town Budget

Job Descriptions for Key personnel

® & & & & O o & 0 & 0

= Reviewed a segregation of duties matrix completed by the Town which highlighis possible
concentration of incompatible duties and summarizes the flow of key transaction cycles.

See independent accountants’ report on applying agreed-upon procedures.

A



TOWN OF RENSSELAERVILLE Attachnent 1

SCOPE AND METHODOLOGY

General Areas (continued)

* Surveys soliciting knowledge of refated party transactions and fraud concerns were sent to key
parties including;
¢ All Council members
Legal Council
Town Supervisor
Town Clerk / Tax Collector
Town Justices
Highway Superintendent
Code Enforcement Officer
Chairman of Assessors

® & ¢ o o o o

Test to determine whether controls are in place and operating
Walkthroughs

In an effort to determine the operating effectivencess of the Town's internal controls, we performed
walkthrough procedures. Walkthroughs contain a combination of inquiry, observation, and
inspection procedures and are, therefore, normally sufficient to evaluate design effectiveness.

In a walkthrough, we question personnel involved in each point at which important processing
procedures or controls occur about their understanding of what is required by the entity’s prescribed
procedures and controls. We observe the handling of records and related assets and determine
whether the processing procedures are performed as prescribed and on a timely basis. We remain alert
for exceptions to prescribed procedures and controls or indicators of fraud. To corroborate
information, we ask personnel to demonstrate what they do and to describe their understanding of the
preceding and succeeding processing or control activities. We also consider the competence and
understanding of the person performing the procedure.

*  We performed walkthroughs of internal controls relating to;
¢ Wiretransfers

Bank Reconcitiations

Proper 1099 & W2 Reporting

Reporting to Employee Retirement System

Timecard Authorizations and Payroll Pay Cycle

Bidding Requirements

Authorization to Purchase

Authorization to Pay

Tax Collection Receipts

Town Clerk Receipts

See independent accountants’ report on applying agreed-upon procedures.
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TOWN OF RENSSELAERVILLE Attdchirent1

SCOPE AND METHODOLOGY

Live Interviews

We conducted interviews with key personnel to gain a better understanding of the business
objectives and identify key risks that hinder the achievement of these objectives. The interviews
were performed by;

STAC Interview Participants:

Senior Auditor

The personnel interviewed included;
e Town Supervisor

Town Bookkeeper

Town Clerk / Tax Collector

Town Justices

Highway Superintendent

Code Enforcement Officer

Town Assessors (2 of 3)

Transfer Station Attendant

¢ & 9 ¢ & » o

We summarized the key risks discussed by management during the risk assessment interviews.

Develop the Report

Develop the risk assessment report
Present the risk assessment to the senior management team and subsequently to the Town Council

We have defined the four key risk rating categories that we believe best represent the risk elements of the
auditable units at the Town. The categories include: financial, information systems, operational, strategy.
These risk categories are defined below:

Financial Risk — The risk associated with financial commitments of the organization, including
financial reporting and communications, obsolescence, credit, treasury, investment risks, cash
flow, fraud and theft.

Information System Risk — The risk that data is not genuine, complete or accurate, or recorded
and accumulated correctly or readily accessible and the risk that unauthorized persons can access
proprietary or confidential data or knowledge.

Operational Risk — The risk that the right products and/or services will not be provided to
customers at the appropriate time, place and price.

Strategy Risk — The risk to not meeting the strategic objectives of the organization arising from
adverse business decisions or improper implementation of those decisions.

During our risk assessment review of the Town, we identified certain risks through synthesis of the
information obtained through our procedures noted above.

See independent accountants’ report on applying agreed-upon procedures.

o
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TOWN OF RENSSELAERVILLE Attachinent:1

SCOPE AND METHODOLOGY

For purposes of this report we have defined a risk as the negative outcome from an event, condition,
action, or process that may adversely affect the organization's ability to meet business objectives, cause
dispute with a legal or governing authority, or detract from the overall quality of its personnel and
services.

The matters discussed in this section are situations, conditions and processes that we became aware of
during our review. a description of the risk associated with our findings is presented for your
consideration.

Additionally, we evaluated risks with the additional principal noted below in mind.

= Materiality vs. Perception — at the Town the perception of the organization by the public,
employees, clients, donors and volunteers at times is more important than the concept of
materiality. In other words, the dollar amount associated with a risk may not be as important as
the effect that negative perception may create.

See independent accountants’ report on applying agreed-upon procedures.
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TOWN OF RENSSELAERVILLE

INTERNAL CONTROLS

What are Internal Controls?

The COSO Framework sets forth five components of internal
contro} as part of the overall definition of intenal control. The
five components—control environment, risk assessment, control
activities, information and communication, and monitoring—are
interrelated and are inherent in the way management runs an
organization. In addition, they serve as the criteria for
determining whether internal control is effective.

Organizational Level Controls

When considering the five components of internal control, certain
components relate to the organization as a whole, while other
components relate Lo specific financial reporting areas or
transaction classes. This chapter discusses those components that
serve as the foundztion for all of the control components or have
global significance to the organization. Those components are
referred to as organizational level controls (or sometimes as
“high-level,” “entity-level.” or “company-level” controls).

This does not mean that there are no global control activities in
an organization or that organizational level controls do not
operate at the functional Jevel. Rather, this is a practical
distinction based on the primary way that these components
operate and the Ievel at which they are generally considered in an
internal control evzluation.

Organizational level controls include the control environment,
risk assessment, the communication aspect of information and
communication, and monitoring. These particular components are
described in the COSO Framework as follows:

» Control Environment— The control environment sets the
tone of an organization and influences the control
consciousness of its people. The control environment is the
foundation for all other components of internal control and
provides structure and discipline.

Attachment 4

Risk Assessment

Control Environment

Key conceplts of COSO:

« Internal controls are most effective
when “built inte” operating
activities.

¢ People at every level in the
organization have a responsibility
for internal controls.

« Internal controls cannot provide
absolute assurance.

« Internal control is a major
component of an effective corporate
governance framework.

¢ Anintegrated internal control
system cannot be implemented
without a company-wide approach
to risk management.

* Risk Assessment~— Risk assessment is the process of (a) setting objectives, (b) prioritizing and
linking those objectives, and (¢) identifying, analyzing, and managing risks relevant to those
objectives. Objectives may be related to operations, financial reporting, or compliance.

See independent accountants” report on applying agreed-upon procedures.
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INTERNAL CONTROLS

* Communication— Communication relates to providing a clear understanding of internal control
policies and procedures, how they work, and the responsibilities of individuals within the
organization related to those controfs. Communication may take the form of policy manuals,
memorandums, oral communications, etc. This will depend on the size and structure of the
organization.

* Monitoring— Monitoring is a process that assesses the quality of an organization’s mternal control
over time and involves assessing the design and operation of controls on a timely basis and taking
actions as necessary.

The remaining components—information systems and control activities—are considered functional level
controls.

The concept of organizational controls is somewhat similar to the concept of entiry-level controls as
discussed in the interpretive guidance of the SEC relating to management’s evaluation and assessment of
internal control over financial reporting, Commission Guidance Regarding Management’s Report on
Internal Control Over Financial Reporting Under Section 13(a) or 15(d) of the Securities Exchange Act
of 1934. The guidance defines entity-level controls as those aspects that have a “pervasive effect” on the
entity’s internal control system such as:

» Control environment.

» Controls over management override.
* Risk assessment process.
* Centralized processing and controls, including shared service environments,

e Monitcring controls over the results of operations and other controls (including activities of
the internal audit function, the audit committee, and self-assessment functions).

» Period-end financial reporting controls.
* Policies that address significant business control and risk management practices.

As noted previously, in some situations, the terms of company-level and entity-wide are used to describe
controls of this nature

Control Objectives

When understanding and assessing the effectiveness of internal control over financial reporting, many
evaluators consider control objectives during the process of identifying controls and evaluating their
design effectiveness. A control objective states the purpose of a control (or controls) in relation to risks
considering “what could go wrong” in the financial statements. Control objectives may relate to both
organizational level controls as well as those controls at the functional level.

See independent accountants’ report on applying agreed-upon procedures.

-16 -

34



TOWN OF RENSSELAERVILLE Attachment 4

INTERNAL CONTROLS

By considering control objectives and how they relate to risks and what can go wrong in the financial
statements, an evaluator of internal control might find it easier to identify existing controls and evaluate
their design effectiveness. For example, an evaluator might tailor inquiries of company personnel to focus
on how certain control objectives are achieved within the entity when trying to identify the controls that
address a particular risk of material misstatement. Likewise, when existing controls are identified, the
evaluator can evaluate whether those controls, if operating effectively, would fully achieve the objective
or if deficiencies exist either in design or through non-existent controls.

Risk Assessment
Risk assessment is the process of setting objectives; prioritizing and linking those objectives; and
identifying, analyzing, and managing risks relevant to achieving those objectives.

With respect to the objective of reliable financial reporting, the entity’s risk assessment process involves
the identification, analysis, and management of the risks of material misstatement of the financial
statements. An entity’s risk assessment process includes the following elements:

¢ Financial reporting objectives.
» Management of financial reporting risks.

» Consideration of fraud risk.

Objectives need to be set before risk assessment begins. It is the risk associated with achieving objectives
that management must assess and take appropriate steps to mitigate. This chapter focuses on risks relating
to financial reportiag and safeguarding of assets.

Risk Identification

Both external and internal factors affect risk. When an organization identifies and assesses various risks,
it is important that the process be comprehensive. In this risk assessment process, the many
interrelationships cf factors should be considered including retationships between the organization and
relevant third parties. Third parties that may affect risk include:

¢ Employees.
¢  Taxpayers.
e Current and potential suppliers.

e Investors.
» (Creditors.
o News media.

* Regulatory or other public entities.

See independent accountants' report on applying agreed-upon procedures.
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INTERNAL CONTROLS

There are a variety of techniques for identifying risk. Most techniques involve applying both a qualitative
and quantitative approach to identifying and prioritizing areas of risk. The COSO Report notes a number
of additional ways to identify risk, including:

* Reviews of relevant economic and industry factors.
*  Senior management meetings that focus on business planning.

*  Short- and long-term forecasting and strategic planning.

A person with extensive knowledge of an organization oceasionally might be able to use that knowledge
to identify risks. However, in many cases, it will be necessary to conduct interviews or facilitate group
discussions with personnel who have extensive knowledge of the organization, its environment, and its
processes.

Regardless of the methods used to identify risks, management should carefully consider the types of
factors that may contribute to or increase risk. These include—

«  Previous failures to meet objectives.

*  Quality of personnel.

e New personnel.

e Competitive changes.

¢ Regulatory or legislative changes.

» Complexity of activities.

Activity Level Risk Factors

Risks should also be identified at the activity level. Besides contributing to the risk identification process
at the organization level, activity level risks take into account those risks associated with business
operations and activities. For example, activity level risk identification addresses the various business
units and key functions such as receipts, purchasing, cash disbursements and payroll, This will generally
involve meetings or discussions with persons knowledgeable about those areas.

Risk Analysis

Risk analysis, which occurs after the entity has identified entity-wide and activity risks, is a component of
the risk assessment process and includes—

a. estimating the significance of the risk,
b. assessing the likelihood (or frequency) of the risk occurring, and
¢. considering the steps that should be taken to manage the risk.

See independent acccuntants' report on applying agreed-upon procedures.

~18-

36



TOWN OF RENSSELAERVILLE Attachment 4

INTERNAL CONTROLS

Communication

Comununication is vne part of the information and communication component of internal control. Just as
all organizations need information to operate a business, communication is an essential aspect of
information systems. Communication of expectations, responsibilities, and other matters is necessary for
the business to operate effectively.

Internal Communication

Communicaticn relates to providing a clear understanding of financial reporting and safeguarding
controls, how they work, and the responsibilities of individuals within the organization related to
those controls. It also includes communication of organization standards of conduct o third parties it
deals with. Communication may take the form of policy mariuals, memoranda, letters, oral
communications, etc, The form of communication depends on the size and structure of the
organization.

Communication is another way that management conveys the tone at the top. Management should
communicate the information necessary for employees to perform their assigned tasks, for managers
to supervise, and for responsible parties to make key operating and financial decisions. In particular,
it is important that management clearly communicate—

¢ that internal control responsibilities are a critica} part of employees’ job duties.
» therole and responsibilities that each employee has in the internal control system.

» that unexpected events should be investigated, ihcluding determining the cause of the
event.

* how job activities relate to the work of others.

Communication also relates to the flow of information upstieam in an organization, In order for
control activities to be effective, individuals must be able to report exceptions or fraud to the
appropriate levels of management.

Examples of upstream communications include the following:

*  Front-line employees may communicate significant operating issues to supervisors in a
timely manner. (Since they are close to those issues, lower level or operating personnel
may be in the best position to identify those issues as early as possible.)

¢ Personnel may be aware of ways to cut costs in the operating process.
¢ Finance employees may be aware of misstatements in key accounts.

For upstream communication to occur, there must be open channels of communication and
willingness on the part of management to deal with problems as they occur. Without both open
channels of communication and willingness by management to listen, the upward flow of information
could be hindered.

See independent accountants’ report on applying agreed-upon procedures.
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INTERNAL CONTROLS

Generally, the upstream communication should occur throtigh normal reporting channels. However,
there may be z need to provide an alternative means of communication to address sitations where the
normal channels are inoperative or inappropriate. For exarmple, organizations may designate a senior
member of management, the director in internal audit or huthan resources, or in-house legal counsel
to be available to meet with employees about various issues that cannot be communicated through
normal upstream channels. In all cases it is important that emptoyees know that management will not
“shoot the messenger,” punish “whistle-blowers,” or seek reprisals against employees who
communicate information about controls, potential fraud, or other issues to appropriate members of
management,

Communication with the Board of Directors

Besides communication with employees of the organization, it is also important that management
communicate appropriate matters to the board of directors (including its committees). Depending on
the composition of the board of directors, those communications may be considered internal or
external communications. For example, management would normally report on operéting and
financial performance, business developments, risks, majot initiatives, and other relevant information.
The better the communications with the board of directors, the more effectively the board can carry
out its oversight responsibilities. Similarly, the board should communicate to management any
additional requests for information as well as provide direction and feedback. Due to the increasing
expectations from investors and other parties, as well as additional responsibilities that have arisen
due to requirements such as Sarbanes-Oxley, audit committees have an obligation to snsure that
appropriate communication occurs on a frequent basis between the committee, management, and
other key individuals in the organization.

Communication Methods

Communication may take the form of policy manuals, mernoranda, letters, oral communications, etc.
Determining the appropriate form of communication depends on the size and structure of the
organization. When oral communications are used, it is important that the speaker’s tone of voice and
body language emphasize (not detract from) the message delivered. Management should also be
aware that how they deal with employees might be more itfiportant than written or oral
communication. The expression “actions speak louder than words™ is true when it comes to
communication. The way in which messages are communicated throughout the organization also
reflects the tonz at the top.

Monitoring

Organizations and lheir personnel change, so it is essential that controls be monitored over time to
determine whether they continue to be relevant and are able to address nesw risks to the organization.
Monitoring is a prccess that assesses the quality of an organization’s internal control over time and
involves assessing the design and operation of controls on a tirfiely basis and taking actions as necessary.
Monitoring activitiss can also reveal evidence or symptoms of fraud.

See independent accountants’ report on applying agreed-upon procedures.
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There are a number of reasons that an internal control system may change over time. The manner in
which controls are placed in operation may change. This may be because controls are applied differently
as control processes continue to evolve, or controls that were previously effective may no longer be
performed, or just may not be effective. Among the reasons that control procedures may no longer be
effective are changes in personnel, less effective training or supervision, limitations on time or resources,
or other pressures. In addition, the risks and conditions that conitrol procedures were designed to address
may change, which impacts control effectiveness.

Methods of Performing Monitoring

Monitoring can be accomplished through—
® ongoing activities,
® separate evaluations, or
e acombination of the two.

In determining whether separate evaluations are needed, mianagement should consider the nature of
changes occurring within an organization and their associated risks and the competence and
experience of personnel implementing controls, as well as the results of ongoing monitoring.
Ultimately, management must use judgment in deciding how often separate evaluations are necessary
to have reasonable assurance that the system of internal cornitrol is operating effectively. The greater
the effectiveness of ongoing monitoring, the lesser the need for separate evaluations. [n most cases,
the monitoring process will require a combination of separate and ongoing monitoring procedures to
ensure that controls remain effective over time.

Ongoing Monitoring Activities

Ongoing monitoring includes management and supervisory activities and other actions that personnel
take in performing their duties, such as performing comparisons, reconciliations, and other routine
activities. Ongoing monitoring may also be provided by intemnal auditors or by relaticns with third
parties, such as independent auditors, regulatory agencies, vendors, or customers. Note that ongoing
monitoring activities are performed in the normal course of business. Because they are ongoing,
monitoring procedures usuvally adapt to changing conditions. As part of normal processes, they can be
more effective than separate evaluation procedures and may be more timely in detecting problems.

Examples of Ongoing Monitoring Activities include;

Normal Management Activities In this type of ongoing monitoring activity, management
obtains evidence about how the controls are functioning as part of performing normal
management activities. For example, managers may review operating reports or operating
activities and investigate variations from expectations. Comparisons of actual results to
budgets is another example of a common management activity that can highlight anomalies
or deviations.

See independent accountants’ report on applying agreed-upon procedures.
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Communications from Third Parties Third parties may communicate supgort for
internally-generated data or highlight problems or issues with that data. For example—

¢ Taxpayers may implicitly corroborate billing information through payment of
invoices. Or, they may complain or seck additional information about billings.
This could indicate problems with receipt transaction processing, taxpayer
billing, or cash receipts processing.

¢ Bank or investment statements and records may not reconcile with the
organization’s records indicating possible problems.

¢ Vendors may provide monthly statements that may highlight problems with
accounts payable or cash disbursements processing.

¢ Regulators may communicate instances of noncompliance or other matters that
indicate weaknesses in internal control.

Supervisory Activities Deficiencies may also be rioted through supervisory activities
performed under an appropriate organizational structure. For example—

* Supervision of personnel who are responsible for controls that ensure that
transactions entered into the financial reporting system are complete and accurate
(for example, performing audits of payroll or Justice Accounts or reviewing bank
reconciliations).

*  Supervisory activities generally provide for separation of duties between critical
functions.

Reconciliations and Comparisons to Physical Assets Reconciliations are an important part
of ongoing monitoring activities. This involves independent comparisons of separate but
related financial reports, such as subsidiary ledgers 1o general ledger control accounts. It can
highlight errors in accounting records or attempts to conceal misappropriation of assets.

Another form of ongoing monitoring occurs when physical assets are compared with the
amounts recorded in the financial reporting system. For example, physical counts or theft-
prone assets are taken periodically and compared to related accounting records.

Communications from Independent and Internal Auditors Independent anditors may
report on or provide recommendations to managenient about internal control deficiencies or
ways in which controls can be improved. External auditors are required by SAS No. 112 (AU
325), Communicating Internal Control Martters Ideritified in an Audit, to issue written
communication regarding any material weaknesses or significant deficiencies that were
identified during the audit. External auditors may élso communicate other identified control
deficiencies that were not considered to be material weaknesses or significant deficiencies, as
well as provide other comments or recommendations for improvement regarding the system
of intemal control. Those recommendations may also be made by intemal auditors or others
performing similar reviews of control processes.

See independent accountants’ report on applying agreed-upon pmcecidx‘-cs.
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Control Certifications Some organizations ask theit employees to confirm in writing
whether they understand and perform critical control procedures related to their job duties.
Supervisors or internal auditors may then check those certifications.

The Monitoring Process
The proposed guidance presents a model for monitoring that describes the process for implementing
monitoring. This process consists of the following:

* Establishing a Foundation for Monitoring, which incliides:

* A tone from the top of the organization that stresses the importance of internal
control including monitoring.

* An effective organizational structure that (a) considers the roles and responsibilities
of management and the board regarding monitoring, and (b) places individuals with
the proper characteristics—capabilities, authority, and objectivity—in monitoring
roles.

* A baseline understanding of internal control effectiveness that serves as a starting
point for more effective and efficient monitoring, which includes the identification of
changes in the environment or in the interfial control systems leading o management
of such changes.

* Designing and Executing Monitoring Procedures. Thi_s involves:;
¢ Understanding and prioritizing risks to the financial reporting objective.
* Identification of key controls that are most important to monitoring.

» Identification of persuasive information—both suitable and sufficien—that will
support a conclusion whether the internal control system is operating effectively.

* Implementing the monitoring procedures.

» Assessing and Reporting Results of the Monitoring Process , which consists of:
¢ Prioritizing findings of identified deficiencies so they may be reported.
* Report the results to the proper level (includes both internal and external reporting).

e Facilitating and following-up on corrective actions in a timely manner when
necessary.

This process provides support for conclusions regarding the effectiveness of internal control.

See independent accountants’ report on applying agreed-upon procediires.
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Control Activities

According to the COSO Report, contro} activities are the policies and procedures established to help
ensure that management directives are carried out. That is, control activities are those actions that are
taken 10 address risks that threaten the entity’s ability to achieve its objectives, one of which is reliable
financial reporting. Control activities usually involve two elements:

a. a policy that establishes what should be done and
b. the procedure that implements the policy.

Types of Control Activities
Control activities can be classified as follows:

Top-level Reviews - Top-level reviews include reconciliations, reviews, and operating
analyses performed by supervisors, managers or other appropriate officials.

Examples of Top-level Reviews in Control Activities
General
* Analysis of reports on the organization's performance relative to established objectives
(such as, budgets, forecasts, prior results, and peer groups).

Cash Receipts
* Periodic comparisons of actual cash receipts to budgeted cash receipts and
disbursements and follow up on significant variances.

Cash Disbursements
* Periodic comparisons of actual cash disbursements to budgeted cash receipts and
disbursements and follow up on significant variances.

Accounts Receivable (and Revenues)

+ Periodic comparisons of actual revenues to budgeted revenues and follow up on
significant variances.

Direct Functional or Activity Management - Direct functional or activity management are
types cf control activities that center on management’s supervision of functional areas or
activitics and their review of various reports that reflect performance results.

Examples of Direct Functional or Activity Management Control Activities

Cash Receipts
* Reviews of cash receipts.

Cash Disbuisements
» Reviews of cash disbursements.
* Reviews of bank accounts.

See independent accountants’ report on applying agreed-upon procedures.
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Accounts Receivable (and Revenues)

* Reviews of monthly statements of accounts before mailing.
* Reviews of aged accounts receivable listings and the allowance for doubtful accounts.

Information Processing Controls - Information processing controls are activities such as
controls to check the accuracy, completeness, and authorization of individual transactions.

Physical Controls - Physical controls are types of control activities that relate to the physical
security of assets, including safeguards such as secured facilities, physical access to assets,
files, computer programs, and accounting records. Control activities relate to the physical
security of assets as well as comparisons of periodic asset counts with control records.

Examples of Control Activities Relating to Physical Controls
Cash Receipts
* The organization uses a lockbox.
» Cash receipts are deposited intact promptly or stored in a secure location.
+ Cash funds on hand are stored in a secure location.
» Prenumbered receipts or cash registers are controlled.

Cash Disbursements

» Checks are not returned to the preparer after signing.

+ Mechanical check signers and signature plates are secured (or signature authorization
password-protected).

* Blank check stock is physically locked when not in use and appropriately controlled
during check processing.

Property

« Adequate physical safeguards over fixed assets are employed.
« ldentification tags are permanently affixed to fixed assets upon acquisition.

Performance Indicators - Performance indicators are used when comparing or relating various types
of data to each other. The data may be composed of financial, nonfinancial, or operating information.
Activities include:

* Analyzing data.
e  Analyzing expected results and trends.

* Investigating unexpected conditions or results.

By analyzing areas such as unexpected trends, results, or other conditions, management is better able
to address situvations where the organization’s objectives are not being achieved or may not be
achieved in the future. Depending on the type of performance indicator and how management elects
to use the information they obtain, analysis of performance indicators can affect operational controls,
financial reporting controls, or both.

See independent accountants’ report on applying agreed-upon procedures.
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Separation of Duties - Separation of duties relates to how various duties are assigned to different
people within the organization. Generally, the responsibility for authorizing transactions, recording
transactions, and maintaining custody of assets should be assigned to different peoplz so that no
single person is in a position to both perpetrate and conceal errors or fraud.

Examples of Separation of Duties in Control Activities
Cash Receipts

* Mail is opened and a list of daily receipts is prepared independent of the cashier and
accounts receivable bookkeeping.

* A responsible person other than the cash register operator (cashier) (1) maintains
custody of the key to the cash register tape compartment and (2) takes periodic readings
of the register and compares the readings with the contents of the cash register.

Cash Disbursements

* Check signing is independent of the initiator of purchases; approver of purchases,
receiving, shipping; preparer of checks, cash receipts, accounts payable, and cash
beokkeeping.

» Mechanical check signers and signature plates, if used, are under the control of the
appropriate level of management or other responsible person who is independent of the
imtiator of purchases; approver of purchases, receiving, shipping; preparer of checks,
cash receipts, accounts payable, and cash bookkeeping.

Property
* Access to, and custodial responsibility for, significant moveable fixed assets is
separated from those employees who maintain the fixed asset records.

Accounts Payable and Purchasing
* Purchasing is separated from requisitioning, shipping, and receiving functions.

*» Requisitioning, purchasing, and receiving functions are segregated from invoice
processing, accounts payable, cash receipts and disbursements, and general ledger
functions.

« Invoice processing and accounts payable are segregated from the general ledger
function.

« Individuals independent of purchasing and receiving functions follow up on unmatched
open purchase orders, receiving reports, and invoices.

See independent accountants’ report on applying agreed-upon procedures,
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Payroll and Related Liabilities

¢ Persons preparing payroll are independent of other payroll and personrel duties (for
example, timekeeping, distribution of checks, and hiring employees) and restricted from
access to other payroll data or cash.

* Responsibilities for payroll accounting are separated from the general ledger function.

In situations where separation of duties cannot be adequately achieved to reduce the level of risk to an
acceptable levzl, the smaller business may need to develop and rely on compensating controls. The
following might represent compensating controls where less than ideal separation of duties exists:

* Management Review of Detail Transactions, If an employee performs several key activities
relating to a transaction, management might regularly review the reports of the detail transactions
to isolate and investigate transactions that appear improper.

* Physical Counts. When the lack of separation of duties involves transactions that impact assets
such as inventory, certain equipment, and other assets susceptible to theft, management (or other
designee independent of the transactions) can periodically perform physical counts and compare
them to recorded amounts.

* Review of Sample Transactions. For transactions impacted by separation of duties issues,
management might sample transactions from detailed 1eports and review suppurting documents to
determine the propriety of amounts recorded.

* Analytical Reviews. While the degree of assurance may be lower than other compensating
controls, management could review budgeted amounts to actual expenditures or perform trend
analyses of results to identify unusual items for investigation.

If adequate separation of duties cannot be achieved, direct oversight of the owner/manager may
provide the necessary control. For example, in the area of cash, the owner/manager might compensate
for a lack of separation of duties by being the only authorized check signer and by reviewing all bank
statements and reconciliations. However, while the owner/manager of the smaller business might be
tempted to forgo proper separation of duties based on their increased level of involvement and
knowledge of the day-to-day operations and financial reporting objectives of the business, care should
be taken to avoid accepting an unrealistic level of responsibility and resultant risk. Generally, the
owner-manager's primary focus is towards the strategic aspects of the business and the resulting
operational execution of plans. As a result, the owner/manager’s attention is often diverted where
errors or fraudulent activity might occur and not be discovered since the intended compensating
controls may function on a sporadic basis.

See independent acccuntants’ report on applying agreed-upon procedures.
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Policies and Procedures

Control activities nsually involve two elements:
a. A policy that establishes what should be done.

b. The procedure that implements the policy.

Policies may be communicated either orally or in writing. This will depend to a great extent on the size of
the organization and the channels of communication within the organization. For example, in smaller
organizations, thete are usually fewer layers of management and more or closer interaction between
employees and supervisors. Whether a policy is written or unwritten, it must be carefully implemented on
a consistent basis. In addition, the COSO Report notes that “a procedure will not be useful if performed
mechanically without a sharp continuing focus on conditions to which the policy is direcied.”

Besides conscientiously performing procedures, it is also critical that appropriate follow-up actions be
taken when conditions are noted that warrant additional investigation. When appropriate, corrective
actions may also be required, For example, follow-up actions may include investigation by management
of unexpected variances noted while comparing the budget to actual results.

Follow-up actions will vary depending on the size and organizational structure of the organization. In
larger organizations, follow-up actions are more likely to be formal in nature. Less structared and smaller
organizations may have a less formal response. For example, in a larger organization, shortfalls in
quarterly sales results may be reported and analyzed in management reports. Those reports could
supplement the analysis of results with the types of actions that will be taken to improve future sales and
meet the next quarterly target. In a smaller organization, the owner/manager or senior management may
discuss the shortfall with management responsible for sales and operations to determine the reasons for
the shortfall and determine whether any actions should be taken.

Integrating Control Activities and Risk Assessment

Organizations should integrate control activities into the risk assessment process. In the COSO
Framework, risk assessment refers to management’s process of identifying and analyzing potential risks
to the achievement of its financial reporting and asset safeguarding objectives. This reflects the
importance of control activities within the process of not only identifying actions to address risks, but also
ensuring that such actions are implemented appropriately.

Objectives must be set before the risk assessment process can begin because the risks being assessed
relate to the achievement of objectives. In essence, control activities are established in response to
perceived risks, and for purposes of financial reporting, those “risks” relate to the five assertions inherent
in financial statements—existence or occurrence, completeness, rights and obligations, valuation or
allocation, and presentation and disclosure. Asset safeguarding objectives are those designed to protect the
organization against the unauthorized acquisition, use, or disposition of assets. Control activities are
integrated into that process since they are mechanisms for managing risk.

See independent accountants’ report on applying agreed-upon procedures.
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Controls over Information Systems and Information Technology

The information system generally includes both manual and automated elements. In today’s business
environment, even smaller organizations use computers within their information system. Because of the
importance of the information system to the organization as a whole, controls over the information system
are of critical importance.

When considering controls over information systems, there are both (a) manual and automated controls
and (b) controls over manual processes and controls over automated processes. These types of controls
are not mutually exclusive. Control activities relating to information systems are often grouped into
general controls, application controls, and manual or user controls. While the terms general and
application controls are frequently used when discussing controls over information technology (IT), IT
controls are often considered from a different perspective. With the increasing integration of IT into
business processes, controls over information systems can be viewed more broadly and in a manner that
better reflects how control activities integrate with business processes and objectives.

Organization Specific Issues

Control activities must be designed in a way that addresses the individual needs of an organization. They
will differ from organization to organization depending on the nature of the organization. scope of the
organization’s activities, organizational structure, management style, size, and complexity. Each of these
factors can introduce risks that vary from organization to organization. Thus, it is likely that even similar
organizations will have different control activities.

See independent accountants’ report on applying agreed-upon procedures.
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